Administrator guide

For system administrators and HR advisors who govern Attest for their organization.

Read the User guide first: it explains the staffing workflow these tools support.
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http://127.0.0.1:5000/help/user

Roles and what administrators do

ROLE CAN SEE CAN DO
Hiring manager Files they own or Run their staffing processes; share their files

that are shared with

them
HR advisor Every file Work in any file; assign or transfer file owners
System Every file and the Approve SOMCs, guides and custom wording;
administrator Admin area manage users, criteria, the Q+A catalogue, letters

and records retention

Attest roles

The Admin button in the header opens the Admin area. Its menu gives access to every page
described below. The Help link is always in the header.

Signing in as an administrator

e When single sign-on is set up, staff sign in with their organization account. By default,
password sign-in then remains available only to system administrators, as an emergency
(“break-glass”) access. Keep at least one administrator account with a strong password.

e With single sign-on, a person can use Attest only if an administrator has created their
account (same email), unless IT has configured automatic roles from identity-provider
groups.

e Administrators are signed out after inactivity like everyone else.

Approvals

Approvals lists everything waiting on an administrator: SOMCs and Assessment Guides
awaiting approval, custom criteria lines and proposed Q+A entries.

Attest - Administrator guide Page 2 of 12



Approvals

English Francais Approvals User Management Guide Q+A catalog Org Resources Predefined criteria Configuration Exam invitation letter Exam link email

Classifications User saved files Records retention Open SOMC builder Help Sign out

Everything below is currently waiting on an administrator decision.

SOMC(s) awaiting advisor approval Assessment Guide(s) awaiting approval Custom criteria line(s) pending Guide Q+A proposal(s) pending

SOMCs awaiting advisor approval

REFERENCE TITLE GROUP / LEVEL SUBMITTED ACTION
000103 Data Assistant CR-04 -

Assessment Guides awaiting approval

Nothing waiting here.

Custom criteria lines pending approval

REFERENCE TITLE PENDING LINE(S) ACTION

000103 Data Assistant 1

Guide Q+A proposals

1. Choose Review to open a file. The review page shows the criteria, the custom lines and
the file’s activity log (who changed what, and when).

2. Approve or reject each custom criterion line. Rejected lines need a comment; approved
wording can be added to the predefined criteria.

3. Approve the SOMC or request changes with a comment. Do the same for the Assessment
Guide. Screening and assessments open for users only when both are approved.

4. An approved SOMC is locked for users. Return it to draft if it must change.
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User management

Attest Admin

English Francais [ onfiguration Exam invitation lett

User Management -+ Add New
Create accounts, reset temporary passwords, and manage roles. Deleting an account removes sign-in only — staffing files stay attributed to that email and remain

available to advisors and administrators.

ID Name Email Role Status Last Login Actions

4 Casey Manager casey.manager@example.gc.ca Hiring Manager Never Reset Password |: suspend :|

3 Jordan Manager jordan.manager@example.gc.ca Hiring Manager @ Never Reset Password | Suspend :|

2 Alex Advisor alex.advisor@example.gc.ca HR Advisor v @ Never Reset Password |: Suspend :|

1 Sam Admin sam.admin@example.gc.ca System Adminv D  Never Reset Password I: Suspend \
Attest

SOMC, Assessment Guide (methods + plan), application screening, and assessment results (drafting aids).

e Add New User: name, Government of Canada email, role and a temporary password.
Share the password securely; the person must choose their own at first sign-in. With
single sign-on, the password is only a fallback.

e Change role from the role list on the user’s row.

e Reset password sets a new temporary password.

e Suspend blocks sign-in immediately without removing anything; Unsuspend undoes it.
Prefer suspension when someone leaves.

e Delete account removes the account but keeps their staffing files. Assign those files to a
new owner (see below).

Files, owners and sharing

User saved files (Saved SOMCs) finds any file in the system by number, title, job reference or
workflow status.
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SOMC — User saved files

English Francais Approvals User Management Guide Q+A catalog Org Resources Predefined criteria Configuration Exam invitation letter Exam link email

Classifications User saved files Records retention Open SOMC builder Help Sign out

QOpen a file to review custom criteria (approve to add them to predefined dropdowns, or reject). You can also delete a saved SOMC permanently (all lines are
removed). User data lives in instance/somc.db ; each save also backs up to instance/backups/somc latest.db (see PERSISTENCE.md ).

3 saved file(s) 1 pending custom line(s) 0 rejected custom line(s)

Search saved files

reference, title, job ref, workflow

JoB PENDING REJECTED

ID REFERENCE TITLE REE. LINES CUSTOM cUSTOM WORKFLOW COMPLETED UPDATED ACTIONS
Dat
a

3 pee183  Assi — 1 1 0 Yes 20261023 14:44 [ Archive ][ Review |[ Delete |
stan
t
Poli

2 800102 & — 1 0 0 D No 2026-10-2314:44 | Archive || Review || Delete |
Ana[ . PR PN s
yst
Pro
gra

1 eee11 m  — 6 0 0 Yes 202610231444 | Archive |[ Review |[ Delete |
Offi
cer

e Each file has one owner and any number of collaborators. To assign or transfer the owner,
open the file's dashboard, choose Share with colleagues and use Assign owner (HR
advisors and administrators only). The new owner must have an active Attest account. You
can keep the previous owner as a collaborator. Every change is recorded in the file's
activity log.

¢ A file without an owner (for example one created before ownership was tracked) is visible
only to HR advisors and administrators until an owner is assigned.

e Owners cannot delete a file that has applicants; it must be closed instead. Administrators
can delete files, but should normally rely on closure and records retention.

Predefined criteria

Manage dropdowns maintains the predefined criteria offered in the SOMC Builder. Each
option has official English and French wording, a category and, optionally, the occupational
groups it applies to.
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Manage dropdowns

English Francais Approvals User Management Guide Q+A catalog Org Resources Predefined criteria Configuration Exam invitation letter Exam link email

Classifications User saved files Records retention Open SOMC builder Help Sign out

Add predefined option

Each option is one ID with official English and French wording. Both
appear together in user dropdowns.

Existing options
Showing all predefined rows (newest first). Use Edit to change category or wording, or Delete to
remove an option from dropdowns. (EfpueaEsERY Wording stays available after user SOMC files are

deleted, but administrators can still delete it here when it is no longer needed.
Category
Repair approved catalog entries Duplicate cleanup (dry-run)
Education b4
Repair re-tags protected approved wording. Dry-run reports duplicate / mis-scoped rows without

: 2 deleting anything. Permanent cleanup remains a maintenance script.
Classification g anything p P

search criteria
— Any classification — v

-h English, Frenct
Optional for most categories — limits the option to SOMCs using that
classification group. Required for Experience. Leave as Any
classification for options that apply to every group.

Filter by category

All categories v

English text
Filter by classification

All classifications v
4 Use both filters together. Rows with no classification (—) stay visible for every classification filter.
i D CATEGORY CLASSIFICATION  ENGLISH FRENCH ACTIONS
Libellé ais Admissibl
S missibi
Eligibility i
f lité a
or i
£ l'adhésio
member %
Screening guidance (EN) shipin a L e
. associati
recogniz
on
ed

e Add, edit or remove options. Removing an option does not change files that already use it.
e Experience options must be tied to an occupational group.

Q+A catalogue and content review

The Q+A catalogue holds the questions and expected answers suggested to users in the
Assessment Guide, linked to predefined criteria and assessment methods.

Attest - Administrator guide Page 6 of 12



Z hopgsupsareini s piblvincn iyl st o sndbadvie’ L el dtarati o dimats - Latis e e 13
Short label (optional) 7|
Run coverage report

Question (EN) :
Content review

Generated questions start as drafts. Hiring managers only see validated questions unless you
allow drafts below. Read each question and expected answer before validating it.

Active entries: 3 — validated: 1, drafts: 2.

Question (FR) . o .
Show draft questions to hiring managers (marked “Draft - not validated”)

P Status Category Assessment method
Expected answer (EN) Draft ~ Any v Any v
Criterion

Question contains

Any k4

Apply filters Clear filters

Showing 2 of 2 matching entries.

Search catalog
Add to catalog

Expected answer (FR)

LINKED
ID STATUS  CATEGORY CRITERION QUESTION (EN) ACTIONS

#3023 —

Kievaenen Explain how you

Knowled would choose T | e
3 Draft program e | Edit || Deactivate
ge aknation indicators for a _ 4
. new program.

Fammlnin tha

Drafts and validated questions

Questions that were generated or imported start as drafts. Users see only validated
questions, unless you turn on Show draft questions to hiring managers, in which case drafts
appear marked “[Draft - not validated]”. Questions an administrator writes or approves are
validated automatically.

1. Filter by status Draft, and by category, assessment method, criterion or text.

2. Read each question and expected answer. Edit or deactivate any that are not suitable.

3. Select the ones you approve and choose Validate selected. With a criterion selected in
the filter, Validate all drafts for this criterion validates every draft for that criterion (and
method, if filtered). Use it only after reviewing them.

4. Return selected to draft withdraws questions from users.

Other tools

e Add Q+A entry on the left creates a validated question directly.

e Export JSON / Import JSON back up or move the catalogue. Imported questions keep
their status; questions not marked validated in the file arrive as drafts.

¢ Run coverage report shows which criteria and methods have too few questions.

Attest - Administrator guide Page 7 of 12



e Pending user proposals, at the bottom, lists questions users submitted from the
Assessment Guide. Approving one adds it to the catalogue as validated.

Org-wide resources

Org-wide resources summarizes what users have contributed to the organization: approved
Q+A proposals, approved custom criterion wording and active catalogue entries, with an audit

log.

Classifications

The list of occupational groups is built into Attest, in English and French. You can remove
groups your organization does not use from the users’ lists and restore them later.

SOMC — Classifications

English Francais Approvals User Management Guide Q+A cataleg Org Resources Predefined criteria Configuration Exam invitation letter Exam link email

User saved files Records retention Open SOMC builder Help Sign out

Occupational classifications

The catalogue is fixed by the application. You can remove classifications from user dropdowns (they remain listed here so you can restore them later). You cannot create new
classifications. Removing a classification clears its group/level selection on any saved SOMC that used it; the rest of the document is unchanged.

STATUS ABBREVIATION NAME ACTION
m AC Actuarial Science | Remove from builder \
a AS Administrative Services |: Remove from builder \
AG Agriculture | Remove from builder \
m AI Air Traffic Control | Remove from builder \
@ AD Aircraft Operations | Remove from builder \
ad AR Architecture and Town Planning I: Remove from builder \
m AU Auditing | Remove from builder \
BI Biological Sciences [ Remove from builder |
FB Border Services | Remove from builder ‘
a CH Chemistry | Remove from builder \

Invitation letters and emails

Written exam invitation and Written exam link email let you edit the bilingual text Attest
uses for invitations and for the email that carries a candidate’s online exam link.
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e Edit the subject and body in each language. Placeholders such as {{PROCESS_NUMBER}} ,
{{CANDIDATE_NAME}} or {{ORG_NAME}} are replaced with each file's details; the list of
placeholders is on the page.
e Check the result in Preview, which uses sample data. Reset to default restores the
original text.

Configuration and translation

Configuration controls the optional translation buttons that suggest a French or English
version of text users type. Translation is off unless configured. Commercial Al services are
refused unless IT explicitly allows them after a privacy assessment, so candidate information is
never sent to them by default. A model hosted inside your network can be used instead.

SOMC — Configuration

English Francais Approvals User Management Guide Q+A catalog Org Resources Predefined criteria Exam invitation letter Exam link email

Classifications User saved files Records retention Open SOMC builder Help Sign out

Al translation

Enable one-click translation between English and French fields across the app (dictionary, SOMC builder, Assessment Guide, and more). Requests are sent server-side so API keys are
never exposed in the browser. For local models, point the base URL at LM Studio’s OpenAl-compatible server without /vi (the app adds /vi/chat/completions ). In Docker use
http://host.docker.internal:1234 (not localhest — thatis the container itself).

Translation configuration is saved in /home/stephane/Documents/HR (copy june 18)/instance/translation_settings.json , notinside instance/somc.db . Restoring or replacing the
SOMC database will not reset these settings. Back up that JSON file when you move servers.

@D Enable translation buttons in the app
Provider

LM Studio (OpenAl-compatible, localhost) v

Base URL
http://192.168.2.197:1234

LM Studio: http://host.docker.internal:1234 (Docker) or http://192.168.x.x:1234 — do not include /1

Medel name
gemma-4-e4b

Must match the model loaded in LM Studio, or your OpenAl/Gemini model id.

API key
Optional for LM Studio; required for OpenAl and Gemini

No API key saved yet.

Records retention

Applicants’ personal information must not be kept longer than your department’s retention
schedule allows. Records retention lists closed files and when each becomes due for disposal.

Attest - Administrator guide Page 9 of 12



onfiguration :']-

Records retention

( Exam invitation letter )

Records retention

Applicants' personal information is kept for 5 year(s) after a process is closed, then disposed of. Your department's retention schedule sets this period
(HR_RETENTION_YEARS); the Privacy Regulations require at least 2 years.

Disposal permanently deletes applicants, their application answers, screening decisions, exam answers, scores, referee information and responses, and correspondence. The SOMC,
Assessment Guide and audit trail are kept with a dated disposal record.

Ready for disposal

No closed file has passed its retention period.

Closed, still within retention

No other closed files.

Recently disposed

Nothing disposed yet.

Copies in database backups disappear as old backups are pruned (about 10 weeks with the default backup settings).

Attest
SOMC, Assessment Guide (methads + plan), application screening, and assessment results (drafting aids).

e Dispose of personal information permanently removes the applicants of that file:
names, contact details, application answers, screening decisions, scores, exam answers,
referee details, correspondence entries. The process itself (criteria, guide and statistics) is
kept.

¢ Disposal cannot be undone and is recorded in the file’s activity log.

e The retention period (default 5 years after closure, never less than 2) is a deployment
setting chosen from your retention schedule. IT can also run disposal on a schedule.

Departmental templates

The HR templates page offers your department’s own forms for download. Attest ships none.
To add one, IT places Word, Excel or PDF files in the hr_templates folder of the server’s data
volume; they appear immediately. A workbook named asr_template.xlsx in thatfolder is
used as the starting point for Assessment Summary Report exports.
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Deployment settings (for IT)

These are set by IT in the server configuration, not in the Admin area. Full details are in the
installation guide.

SETTING PURPOSE

HR_OIDC_* Single sign-on with the department’s identity provider (for
example Microsoft Entra ID), multi-factor requirement and roles
from groups

HR_PASSWORD_LOGIN Who may still sign in with a password when single sign-on is on
HR_ALLOWED_EMAIL_DOMAINS Email domains allowed to sign in

HR_IDLE_TIMEOUT_MINUTES Inactivity sign-out (default 30 minutes)

HR_RETENTION_YEARS Years after closure before personal information is disposed of
HR_PRIVACY_PIB EN / _FR Personal information bank cited in the candidate and referee

privacy notices
HR_ORGANIZATION_NAME Organization name used by default in letters

HR_GC_BRANDING Government of Canada signature and wordmark on public pages
(federal institutions’ own instances only)

HR_SECURE_DOCUMENT_TOKENS Unguessable links for candidates and referees (keep on in
production)

HR_ALLOW_EXTERNAL_AI Allows commercial Al translation services (off; requires a privacy
assessment)

Settings administrators most often ask about

Administrator checklist

Every day or two

e Clear Approvals: SOMCs, guides, custom lines and Q+A proposals.
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e Answer requests to share or reassign files.

Regularly

Review draft questions in the Q+A catalogue and validate the good ones.
Suspend accounts of people who have left; reassign their files.

Check Records retention and dispose of personal information that is due.

Keep predefined criteria and letters current.

With IT

e Confirm backups run and are tested, and that updates are applied.
e Confirm single sign-on, the inactivity limit, the retention period and the privacy notice
reflect departmental policy.

Guide updated 2026-10-23.
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